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Definition Definition –– FirewallFirewall

►►““A firewall is a dedicated appliance, or A firewall is a dedicated appliance, or 
software running on another computer, software running on another computer, 
which inspects network traffic passing which inspects network traffic passing 
through it, and denies or permits passage through it, and denies or permits passage 
based on a set of rules.based on a set of rules.””
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FirewallFirewall

Server Farm

Zone of “no” trust Zone of “high” trust

Perimeter Network
Or

Demilitarized Zone

The Firewall sits between the Internet and your Network
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What a Firewall DoesWhat a Firewall Does

►►Protect against unauthenticated interactive Protect against unauthenticated interactive 
logins from the outside world.logins from the outside world.

Prevents hackers from logging into your Prevents hackers from logging into your 
networknetwork
Provides auditing & logging functions to help Provides auditing & logging functions to help 
you you ““tracetrace”” hackshacks
With With ““rulesrules”” you can deny certain types of you can deny certain types of 
attachments, such as attachments, such as ““exeexe”” filesfiles
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Do You Need a Firewall?Do You Need a Firewall?

IP Addresses

Denial of Service

Packets

TCP/IP

IP Spoofing

T-1 Cable

DSL

Routers

Switches

Do you access the Internet?

Do you have email?

Y E S!
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Types of FirewallsTypes of Firewalls

►►Hardware Firewalls ($200 Hardware Firewalls ($200 -- $2,500)$2,500)
WatchGuardWatchGuard FireboxFirebox
Linksys Linksys EtherFastEtherFast Cable/DSL RouterCable/DSL Router
Cisco PIX 500Cisco PIX 500

►►Software Firewalls (Free Software Firewalls (Free -- $60/user)$60/user)
ZoneAlarmZoneAlarm
Norton Internet Security 2008 Norton Internet Security 2008 
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Additional ThoughtsAdditional Thoughts

►► A Firewall is only part of your overall securityA Firewall is only part of your overall security
►► Do you change passwords on a regular basis?Do you change passwords on a regular basis?
►► Do you use Do you use ““strongstrong”” passwords?passwords?
►► Do you have a firm policy about data on thumb Do you have a firm policy about data on thumb 

drives?drives?
►► Do you have backups of your firm and client data?Do you have backups of your firm and client data?
►► Do you have a policy in place when an employee Do you have a policy in place when an employee 

leaves?leaves?
►► Do you have updated virus protection?Do you have updated virus protection?
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Thank You!Thank You!
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