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I.

Introduction: Crisis, Intrusion and the Constitution1
Intrusions are a part of a government’s response to most emergencies. 2 Whether it is a

global pandemic or a forest fire, government is empowered to make decisions to protect the safety
and welfare of its citizens, and that often results in intruding on someone’s rights. Because of the
COVID-19 pandemic, millions died, businesses went bankrupt, and the whole world changed the
way it lived.3 Cities locked down.4 Borders closed.5 Children could not visit their dying parents.6
Zoom became a verb.7 Business travel changed.8 Some things will go back to “normal”, and some
things will be permanently changed. Because of the pandemic, governmental intrusions on
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individual liberties increased.9 To be sure, many of those intrusions have been justified to save
lives and to prevent the continued spread of COVID-19.10
As with other historical emergencies and threats to health and security, legal issues will
take a backseat to rapid responses to protect health and safety. After the September 11 Terrorist
Attacks, there was little public concern about electronic intrusion, but there was enormous concern
about catching terrorists.11 The Government grounded all commercial flights in the United States
for seven days, and it argued that its compelling state interest to prevent other planes from being
used as weapons justified this measure.12 The Government also implemented intrusive surveillance
strategies to oversee and monitor private communications of foreign and domestic individuals in
the United States, costing all Americans some of their privacy.13
The COVID-19 pandemic presents a unique set of legal issues because it occurs in a 2020
world that is interconnected and technologically intertwined. Much like the commerce and
communication of 2020, COVID-19 is not limited by national boundaries. Pandemic-based
privacy intrusions include limitations on personal freedoms like the right to travel and the
gathering of personal information through contact tracing. Different technologies have been used
to gather large amounts of personal health data. Government and public health officials have

9

These intrusions will be discussed further throughout the article.
“According to media reports, drone surveillance has been deployed in the United States, Mexico, Malaysia, Spain,
Italy and the UK.” Tatsiana Ziniakova, Privacy, Mass Electronic Surveillance, and the Rule of Law in Times of
COVID-19, WORLD JUSTICE PROJECT at 9, November 30, 2020.
11
For instance, we can cite the Terrorist Surveillance Program created during the Bush Administration, that
authorized electronic surveillance without judicial approval as an effort to catch terrorists. Tracey Maclin, The Bush
Administration’s Terrorist Surveillance Program and the Fourth Amendment’s Warrant Requirement: Lessons from
Justice Powell and the Keith Case, 41 U.C. DAVIS L. REV. 1259, 1293 (2007).
12
All flights stopped nationwide, CNN , Sept. 11, 2001,
https://www.cnn.com/2001/TRAVEL/NEWS/09/11/faa.airports/.
13
Supra note 11.
10

4

justified these intrusions because information on hospitalization, infection, and mortality rates
helps them implement the best defenses against COVID-19 and its spread.14
COVID –19 brings in to focus the most critical issues of personal privacy, and it does so in a
way that magnifies the realities of the modern world. The purpose of this article is to evaluate and
identify intrusions during the pandemic and to put a microscope on the fault lines of the legal
structures struggling with the pandemic. This article will also focus on how the pandemic pushes
the constitutional limits of government.
United States courts have already begun to weigh in on the limits. By the end of this particular
pandemic we will have a new jurisprudence that, at least preliminarily, defines the boundaries of
governmental authority, tests the utility of federalism in a nationwide crises, and defines a series
of rights, including personal autonomy, data privacy, freedom of movement, freedom of religion,
and personal property rights.
Notably, there is a lack of universal agreement among government and health officials
regarding the effectiveness of policies put in place to stop the spread of COVID-19. In order to
balance the advantages and disadvantages of such measures, one must determine how dangerous
a threat must be to justify restrictions on people’s fundamental rights, including the right to
privacy. There must also be a determination of the duration of the restrictions being enforced. In
the context of the COVID-19 Pandemic, a determination must be made on whether a virus provides
enough legal justification to allow governments restrictions on privacy and justification for the

The Center for Disease Control and Prevention’s states, “Contact tracing is a key component of controlling
transmission of infectious diseases. Contact tracing for the current COVID-19 pandemic.” Operational Considerations
for Adapting a Contact Tracing Program to Respond to the COVID-19 Pandemic, CENTERS FOR DISEASE CONTROL
AND PREVENTION, Dec. 9, 2020, https://www.cdc.gov/coronavirus/2019-ncov/global-covid-19/operationalconsiderations-contact-tracing.html.
14
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severity of the restrictions. After all, part of the legal test to restrict a fundamental right is to restrict
that right by the least intrusive means.15
The final determinations will vary greatly depending on the government regime and culture of
a nation. Governments have a duty to make decisions for the common good of their citizens,16 but
Government action is not the only indicator of how a country will be affected in a pandemic.
Culture is a central element to privacy invasions in the pandemic. 17 Some cultures have already
experienced lost freedoms and reduced privacy rights before COVID-19.18 The pandemic allows
some governments to further their surveillance state under the guise of protecting public health.19
Some citizens in various cultures have accepted government or health care guidance, and citizens
have voluntarily restricted their personal lives and activities,20 while others obey the governmental
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mandates to wear masks, avoid crowds, and social distance with no pushback.21 Conversely, there
are cultures that seem to inherently distrust government and revere individual freedom.22
As data and the pandemic are borderless, so is this article. This article will analyze personal
data violations through the lens of the legal frameworks of America, Europe, and Brazil. To
accomplish this goal, this article will address (i) the Government’s authority under state of
emergency; (ii) the influence of culture on the enforcement of policies; (iii) the intrusive impact
of the central medical responses to COVID (testing, treating and tracking); (iii) the use of tracking
technologies through a privacy lens; and (iv) the strategy for addressing the next pandemic.

II.

Crisis and the Law of Emergencies
Extraordinary times require extraordinary measures. In fact, most countries have policies for

emergencies, and those policies prioritize swift action.23 Because emergencies, by definition,
require rapid action, emergency actions are most often granted to the Executive branches.24
Legislatures are not inherently rapid response entities, and courts are more deliberative and
reactive. The balance of power in emergencies is given or taken by the executive branches of
government.25 By design, Presidents, governors, and mayors are the focal point of emergency.26
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These provisions intend to increase agility during times of emergency.27 The United States and
Brazil are two countries that increase the power of the executive branch during emergencies.28
Laws during emergencies may be certain regarding the enlargement of the executive power, but
there is still great ambiguity and uncertainty regarding the exact definition of emergency and the
extent of emergency powers.
a. United States
A1. Federal Government
The Constitution of the United States does not expressly provide for emergency powers, but
the enlargement of the federal executive powers during extraordinary times is recognized by
statute.29 The National Emergencies Act provides that Congress is authorized to grant the President
any special or extraordinary power during national emergencies,30 yet there is no detailed
definition of emergency.
American law provides an exceedingly broad definition of emergency. The Stafford Act
defines emergency as:
[A]ny occasion or instance for which, in the determination of the President, Federal
assistance is needed to supplement State and local efforts and capabilities to save
lives and to protect property and public health and safety, or to lessen or avert the
threat of a catastrophe in any part of the United States.31
Pursuant to the law, the President has wide authority to use emergency powers as long as the
measures aim to save lives, protect property, ensure safety and health, or lessen the threat of a
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catastrophe in the United States.32 This language suggests the uncertainty related to the definition
of emergency also applies to the extent of emergency powers. The President has discretion in
defining an emergency as well as latitude in designing responses to the emergency.
The language of the Stafford Act is unclear regarding the extent of the emergency powers.
First, the statute provides that the President is authorized to establish a program of disaster
preparedness that utilizes services of “all appropriate agencies.”33 The term “appropriate” is
discretionary and allows the President to exercise control over any agency he or she deems
“appropriate.”
The statute also provides that the President may coordinate federal programs of disaster
preparedness, and programs run by State and local authorities.34 Depending on the political
philosophy of the President, this “coordination” could result in highly centralized authority. That
has not been the case in the current pandemic. In fact, it has been governors and mayors who have
enacted the most severe measures, and there is substantial criticism for the national government
not providing enough guidance or leadership.35 But, based on the statutory structure, there must be
an awareness that overreach by a different federal executive could be intrusive.
Finally, the statute expressly provides that the President has the authority to apply science and
technology to address the emergency.36 That statement seems rational, especially when dealing
with a crisis that needs scientific answers. But does this broad authority facilitate potential abuses
of technology like CCTV coverage with thermal imaging to detect individuals with elevated

32
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temperatures, drones to identify where crowds gather in violation of social distancing standards,
and use of internet surveillance to identify geographical concentrations of the disease.37 All of
these uses could be reasonable but each could be the basis for future intrusion concerns.
In addition to emergency powers, the Stafford Act provides powers to address a “major
disaster.”38 Major disaster means any natural catastrophe, which, “in determination of the
President,” causes damage of sufficient severity and magnitude to warrant major disaster
assistance.39 Like the definition of emergency, the definition of major disaster relies upon the
determination of the President.40 Unlike the emergency powers, the extent of the major disaster
powers is much more limited.41 In a major disaster, the President is authorized to supplement
efforts and available resources of States, local governments, and disaster relief organizations in
alleviating the damage, loss, hardship, or suffering caused therein.42 While emergency powers may
affect the separation of powers between federal and state levels of government and impact
fundamental rights, the major disaster powers exist primarily to provide federal support to the
States, local authorities, and organizations.43 The aid usually occurs through transferring of funds
and/or providing tax benefits.44
The Public Health Service Act also grants extraordinary powers to combat emergencies. The
statute authorizes the Secretary of Health and Human Services (“Secretary”) to lead the federal

37

Thermal Imaging Systems (Infrared Thermographic Systems / Thermal Imaging Cameras), January 12, 2021,
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April 22, 2020, https://www.govtech.com/products/Drones-Become-Part-of-Local-US-Responses-to-COVID19.html; Apps and COVID-19, https://privacyinternational.org/examples/apps-and-covid-19.
38
42 U.S.C. §§ 5121 et. seq. (1988).
39
42 U.S.C. § 5122, (2).
40
42 U.S.C. § 5122.
41
42 U.S.C. § 5122.
42
42 U.S.C. § 5121, (b).
43
42 U.S.C. § 5196.
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42 U.S.C. § 5122.
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public health and medical responses related to public health emergencies.45 The Secretary is
authorized to declare a public health emergency when a disease or disorder presents danger to the
public health or when there are outbreaks of infectious diseases or bioterrorist attacks.46 The statute
also provides a wide range of measures to be taken by the Surgeon General upon the Secretary’s
approval.47 To prevent the introduction and spread of communicable diseases in the United States,
the Surgeon General can order inspection, fumigation, disinfection, sanitation, pest extermination,
destruction of animals and articles, suspension of entries and imports, creation of quarantine
stations, and other measures, as he or she deems necessary.48
As a result of the confirmed cases of COVID-19, the Secretary declared a public health
emergency exists.49 Subsequently, President Trump designated COVID-19 as an emergency and
a major disaster.50 According to President Trump, the number of infections in the United States
was sufficient to threaten the nation’s healthcare system, forming the circumstances necessary to
declare a national emergency under the National Emergencies Act.51 The President determined
that the severity and magnitude of the impacts of COVID-19 support the declaration of a major
disaster under the Stafford Act.52
President Trump took a number of measures during the COVID-19 pandemic, utilizing the
emergency and major disaster powers. Under the Social Security Act and the Health Insurance

45

Public Health Emergency Act, Section 319.
Public Health Emergency Act, Section 319, (a).
47
Public Health Emergency Act, Section 361.
48
Public Health Emergency Act, Section 361, 362, and 364.
49
Determination that a Public Health Emergency Exists, January 31, 2020,
https://www.phe.gov/emergency/news/healthactions/phe/Pages/2019-nCoV.aspx.
50
Proclamation No. 9994 Declaring a National Emergency Concerning the Novel Coronavirus Disease (COVID 19)
Outbreak (2020).
51
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2020.
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Portability and Accountability Act, the President authorized the Secretary to waive or modify
certain requirements of Medicare, Medicaid, and Children’s Health Insurance programs.53 Under
the Stafford Act, the President encouraged States and local governments to activate their
Emergency Operations Centers, to review emergency preparedness plans, and to request Federal
assistance.54 In voicing the Defense Production Act of 1950, the President prioritized the allocation
of health and medical materials, services, and facilities deemed “necessary or appropriate to
promote national defense.”55
The protection over individuals’ private health information was altered for the pandemic.56
Under the Health Insurance and Accountability Act (HIPAA), a covered entity57 may disclose
protected health information without the individual’s authorization (i) to a public health authority
for the purpose of preventing or controlling disease58 and (ii) to a person who may have been
exposed to a communicable disease or may otherwise be at risk of contracting or spreading.59
Under the COVID-19 emergency, hospitals and clinics, for example, may disclose a broad range
of medical information, including identifying information, of individuals who have been infected
with, or exposed to the virus.60

53
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45 C.F.R. § 164.
57
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58
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59
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60
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There should be limitations on the exercise of emergency and disaster relief. After all, the
powers granted are extraordinary and authorized for a specific purpose. Any emergency policy
should be measured by the following three standards:
(i)

First, the measures taken must be within the defined and designated powers of the
statutes.

(ii)

Second, the measure must be taken to accomplish purposes of the act and should
not engage in unnecessary excessive intrusions on personal rights. The measures
should be limited in scope.

(iii)

Third, the powers exercised should be of limited duration. Frequently, emergency
measures require renewal of emergency declarations in the text of the legislation.
Extraordinary powers must be legitimized only for as long as the conditions that
formed the emergency or major disaster endure. The measures taken under
emergencies or major disasters must have a time limit.

As an example, it appears that actions taken by the President at the beginning of the pandemic
are consistent with these principles.61 The measures find support in the law, intend to increase the
access to the health care system for the general population, and provide options for States to obtain
federal monetary assistance. The measures also contained time limits that required renewal and in
fact, because of the duration of the pandemic, were renewed.62
A2. State and Local Government

61
62

Supra notes 19-21.
Supra notes 53-55.
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Emergency powers are also granted to states and local authorities, and those powers are defined
very broadly.63 The issue of local control has come into sharp focus during the pandemic because
of the dramatic differences in approach by various states and local governments. Some localities,
like San Francisco, went on almost total lockdown.64 Other areas imposed very few restrictions.65
There are rational reasons for different approaches based on the degree of outbreak, density of
population and other factors. The legal basis for these actions depends upon state laws and local
ordinances as well as how the local actions interact with Federal policies.
Florida provides an example of a large state with multiple large municipalities and counties
that take varied approaches. Florida defines emergency as “any occurrence, or threat thereof,
whether natural, technological, or manmade, in war or in peace, which results or may result in
substantial injury or harm to the population or substantial damage to or loss of property.”66 Florida
Governor Ron DeSantis declared that COVID-19 justified a state of emergency.67 Under the state
of emergency, Governor DeSantis took several measures. Initially some of the state measures were
more intrusive than federal measures.
Under Chapter 252, Section 36 (5)(k) of the Florida Statutes, Governor DeSantis issued a “stay
at home” measure, ordering senior citizens and individuals with fragile health to stay at home and
take all measures to limit the risk of exposure.68 The measure required that all persons in Florida

63

Supra Section II, A1.
Heather Kelly and Rachel Lerman, San Francisco flattened the curve early. Now, coronavirus cases are surging,
THE WASHINGTON POST, Aug. 2, 2020, https://www.washingtonpost.com/technology/2020/08/02/san-franciscocoronavirus-surge/.
65
i.g. South Dakota, Utah and Oklahoma. Ayla Ellison. 10 states with the fewest, most COVID-19 restrictions,
September 15th, 2020, https://www.beckershospitalreview.com/rankings-and-ratings/10-state-with-the-fewest-mostcovid-19-restrictions-091520.html.
66
Fla. Stat. 252.36 (5)(k).
67
Fla. Exec. Order No. 20-52, March 9, 2020.
68
Fla. Exec. Order No. 20-83, March 24, 2020.
64
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limit their movements to those necessary to obtain or provide essential services or conduct
essential activities.69 Social gatherings were prohibited.70
Generally under Chapter 252 of the Florida Statutes, Governor DeSantis ordered vacation
rental businesses to stop activities, including advertisement and the making of future
reservations.71 Governor DeSantis also ordered the suspension of mortgage foreclosures and
evictions.72 Each measure taken by Governor DeSantis may or may not be considered appropriate
under the three-prong test.
The first prong requires that measures taken must be within the defined and designated powers
of the statutes. Governor Desantis’s “stay at home” measure finds statutory support. According to
Florida law:
In addition to any other powers conferred upon de Governor by law, he or she may
(…) Take measures concerning the conduct of civilians, the movement and
cessation of movement of pedestrian and vehicular traffic prior to, during, and
subsequent to drills and actual or threatened emergencies, the calling of public
meetings and gatherings, and the evacuation and reception of civilian population.73

The statute explicitly grants the governor to power to control the movement of the population
during a state of emergency.74 Considering that the governor declared a state of emergency in
reaction to COVID-19, the measure appears to be aligned with the law.
The second prong requires an evaluation of whether the measures taken justify the limitations
and intrusions on personal liberties. In other words, do measures such as quarantining and social

69

Id.
Id.
71
Fla. Exec. Order No. 20-87, March 27, 2020.
72
Fla. Exec. Order No. 20-94, April 2, 2020.
73
Fla. Stat. 252.36 (k).
74
Id.
70
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distancing help limit the spread of COVID? Part of what makes the issue of addressing the
pandemic so difficult and controversial is the lack of certainty about COVID-19. In 2019, COVID19 was new. Medical professionals and public health specialists had to determine how to stop the
pandemic, how to reduce individual’s chances of exposure, and how to make the health system
able to address the issues of a pandemic.75 All of these complex health issues also had to be
addressed and mitigated by governmental officials.76 Government officials had to use their powers
to make decisions based on information from health professionals, who were updating officials as
more was learned about COVID-19.77 In retrospect, some of those decisions will look good and
others will look bad. History will do the long-term assessment, but the legal system must evaluate
the exercise of government powers during the pandemic as they are implemented and challenged
The third prong requires an analysis of whether the measures have a time limit. A state of
emergency proclaimed by Florida’s governor has a time limit of sixty days,78 but Governor
DeSantis’s state of emergency in response to COVID-19 has been extended five times, extending
to over 500 days.79 However, COVID-19 may justify these intrusions upon citizens’ freedom of
movement for long periods of time. There may also be conditions in place to justify the extension
of quarantine and social distancing. Yet, the only justifications provided relate to the continuing
threat to the health, safety and welfare.80

CDC’s Response: Preparing first responders, healthcare providers, and health systems, CENTERS FOR DISEASE
CONTROL AND PREVENTION, Dec. 31, 2020, https://www.cdc.gov/coronavirus/2019-ncov/cdcresponse/index.html.
76
NPR interviewed three global leaders who shared how their countries are addressing COVID-19. Morning Edition,
The Global Leaders Who Have Been Effective During the Coronavirus, NPR, April 16, 2020,
https://www.npr.org/2020/04/16/835710001/the-world-leaders-who-have-been-effective-during-the-coronavirus.
77
Id.
78
Fla. Stat. § 252.36 (2).
79
Fla. Exec. Order 20-114, May 8, 2020; Fla. Exec. Order 20-166, July 7, 2020; Fla.Exec. Order 20-213, September
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Florida provides an example of the legal boundaries of the COVID-19 response. Challenges
have been raised against local orders for business closings and mask orders.81 Those challenges
have been grounded in privacy and liberty arguments.82 Florida courts have been reluctant to
overturn emergency actions in the middle of a pandemic,83 and that has been true nationwide.84
Overall, the quarantine and social distancing mandates issued by Governor DeSantis and other
governors may be considered appropriate. These mandates appear to be within the statutory
definitions of emergency powers and can be justified as reasonable methods to address the issues
arising from COVID-19.
The legitimacy of government mandates depends on the actual circumstances of the pandemic
and whether the measures continue to be justified by the facts. In some cities that had additional
spread or spikes in COVID, quarantining and social distancing mandates were reinstated.85
However, these and other measures may be subject to severe scrutiny as they extend to longer
periods. For example, the closure of restaurants and vacation rentals and the suspending mortgage
foreclosures and evictions may be an overreach of emergency powers, particularly if the
restrictions are extended.86 Ordering business closures and suspending the rights of landlords over
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their own property are very serious measures. There are no specific provisions permitting
governors to take such actions, although statutes do accord general emergency powers .
COVID-19 has had a dramatic effect on the economy. When “non-essential” businesses were
temporarily shut down, millions of people lost their jobs, and the American economy took a
downward turn.87 The government took steps to alleviate the economic hardships caused by the
pandemic by suspending foreclosures and eviction and by issuing stimulus checks.88 The economic
impact COVID-19 and government decisions had raises the question: how do leaders balance
economic security with public health, and what authority do they have to make those calls?
While the federal and state governments enacted emergency policies, local governments took
their own steps. Part of the ultimate legal story is the interaction of federal, state and local policies.
In many ways, the national government has allowed local and state governments to make decisions
for their communities without intervening.89
One example of a local official using local authority to implement COVID- 19 policies is
Mayor Giménez of Miami Dade County in Florida. Under Section 8B 7(2)(f) of the Miami Code,
Mayor Giménez ordered the closure of all non-essential retail and commercial establishments.90
Without any specific legal authority, Mayor Giménez ordered the use of facial masks where social
distancing was not possible.91 Mayor Giménez also ordered the use of facial masks everywhere
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under the penalty of arrest and monetary penalties without a specific statutory provision giving
him the authority to make this type of mandate.92
The business closure measure is supported in the Miami-Dade County Code of Ordinances.
The statute provides:
Once a Local State of Emergency has been declared, the Manager is authorized by
the Mayor and the Board to order any or all of the following actions: (…) An order
requiring any or all commercial establishments located in areas of imminent or
actual danger to close and remain closed until further order.93

Mayor Giménez is authorized by the ordinance to order business closure under a state of
emergency. The first prong of our analysis is, therefore, properly met.
The second issue is whether the severity of the specific measures was justified to address issues
arising from COVID-19. At the time of the closures, there were serious concerns about their
efficacy in reducing the spread and the potential negative impact the closures would have on local
businesses.94 Studies have shown that business closure measures were effective in conjunction
with stay at home orders and the prohibition of public gatherings, but the effectiveness of particular
closings is still debated.95 The limited proof of effectiveness seem not to justify the order of
business closures at expense of property rights.
Conversely, Mayor Giménez’s facial mask measure may be appropriate. Studies suggest that
masks are beneficial to reducing the spread of COVID-19, so facial mask measures are
92
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justifiable.96 However, the measures may not be as justified when the recommendations become
rules with penalties for being broken. Some cities have civil fines.97 Others have started
criminalizing the non-use of masks.98 It is understandable that this criminalization has occurred
in the name of public health and safety. However, those criminalized violations were not widely
supported and not actually enforced in most places.99 While enforcement during a pandemic is
important, there are questions about criminalizing an activity through executive order not based
on a statute or ordinance.100
The third prong requires an analysis of the business closure and mask measures’ time limit.
Neither the business closure measure nor the mask measure specifies a time limit.101 Instead, the
executive orders establishing those measures provide that they shall expire upon the expiration of
the existing Miami-Dade County State of Local Emergency. 102 In addition, when the State of Local
Emergency is extended, those measures shall also be extended. Because there is no defined time
limit or limit on extensions of States of Local Emergencies, the business closures and facial mask
measures issued by the Miami-Dade County Mayor may fail to meet the third prong of our
analysis.
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It is reasonable and necessary for freedoms to be temporarily limited during a pandemic.103
Government at all levels has been confronted with an unprecedented crisis and compelled to make
choices that affect public health, private rights and the economic wellbeing of the states and the
nation. This crisis demanded decisions be made while science are circumstances were evolving
rapidly. The difficulty of decisions made in the middle of an emergency cannot be minimized. Ask
a professional pilot or military commander who must make life and death decisions in a split
second with whatever information is available. History will say if live were lost to protect the
economy or whether shutdowns were overly restrictive and hurt employment and the economy.
Given the range of decisions, there will likely be examples of both.
For the future, measures taken in the United States should be analyzed thoroughly to identify
serious intrusions upon freedoms of movement, property rights, and personal data rights that could
be avoided in the next pandemic.
A3. Judiciary
Inevitably, courts are drawn to high-level conflicts involving government actions and
individual rights. United States courts have been asked to analyze and rule on various COVID-19
measures, and the courts are showing support for government policies.104 The United States
Supreme Court upheld the California Governor’s COVID-19 restrictions on religious gatherings
in a suit filed by a church in California.105 Following a similar path, in Power v. Leon County, the
Second Judicial Circuit Court in Florida denied a motion to enjoin Leon County’s mask
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ordinance.106 The plaintiff had argued that the ordinance violated guarantees of privacy, due
process, religious freedom, and equal protection under the Florida Constitution.107
New York’s Governor has been party to a number of cases that challenged his COVID-19
mandates. The United States District Court upheld the New York Governor’s imposition of a twoweek quarantine order on people entering New York from states that have high levels of
coronavirus.108 In upholding the governor’s order, the federal judge cited support from the 1905
Supreme Court case Jacobson v. Commonwealth of Massachusetts.109 In Jacobson, the Court
upheld the authority of states to enforce a compulsory vaccination order in Massachusetts when
the government was combatting a smallpox outbreak.110 At that time, the city government in
Cambridge, Massachusetts, mandated that all adults be vaccinated against smallpox, and the failure
to do so would result in a five-dollar fine.111 Surprisingly, Jacobson, which has previously been
considered obsolete, is back in the spotlight, and it is being used to address current issues more
than a hundred years later, as some civil rights advocates fear a possible mandatory vaccine in the
near future.112
Roman Catholic Diocese v. Cuomo presents an array of issues suitable for a constitutional law
exam, and it highlights how courts are handing COVID-19 and constitutional rights.113 The issues
include the authority of states, the use of executive authority, the deference of courts to the political
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branches in a technical setting, the definition of emergency, and the limits of free exercise of
religion.114 The battle between liberty interests and health policy is squarely joined. The majority
said that restrictions on houses of worship violate the free exercise clause and said that the
Constitution does not “take a sabbatical” during a pandemic.115 The dissent argued that houses of
worship are treated equally with the same kind of secular gatherings.116 The dissent claimed that
indoor gatherings or large groups for extended periods of time are treated the same whether secular
or religious;117 the majority’s comparison of religious services to bicycle shops and liquor stores
misses the point entirely. Finally, the dissent says that on urgent technical medical issues the Court
should defer to the branches with expertise and resources.
It is clear that courts are reluctant participants in the crisis but nonetheless may be necessary
to provide boundaries. Even though courts defer to executive decisions and compelling interests
of public health and safety, the courts and the Constitution cannot “take a sabbatical.”
b. Brazil
Brazil and the United States have similar federal government systems, and both countries have
been largely affected by COVID-19. In fact, Brazil has found itself at the center of the largest
COVID-19 outbreak in the Southern Hemisphere. 118 An analysis of Brazilian history, government,
and culture shows a striking similarity to the United States, and the country’s handling of the
COVID-19 pandemic provides a look into another federal government’s approach to this
pandemic.
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Brazil’s Federal Constitution asserts that during extraordinary circumstances that threaten the
health, peace, and safety of the Brazilian people, a state of emergency can be implemented.119
Congress can declare one of the following situations: State of Calamity, State of Emergency, State
of Siege, and State of Defense.120
On March 20, 2020, Brazil’s Congress declared a State of Public Calamity due to COVID-19.
The measure was taken for financial reasons121 given that under a State of Public Calamity, the
Federal Government can increase public spending to combat the spread of damage, and the Federal
Administration does not have to meet the fiscal target established for 2020.122 In addition,
emergency funds can be accessed, and States and municipalities can obtain assistance from the
Federal Government.123
Restrictions of individual rights, freedoms, and constitutional guarantees can occur temporarily
during a State of Public Calamity.124 Like American law, Brazilian law enlarges the executive
powers during states of emergency,125 and like American law, Brazilian law has an ambiguous
definition of emergency and emergency powers.126
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A great concern in Brazil is related to how long a State of Emergency should endure.127 The
State of Calamity or State of Emergency should end immediately after the source of the emergency
ceases to exist. After the emergency ends, the powers between branches of government should
quickly be rebalanced. However, rebalancing may be hard when a threat to public health and safety
seems to be more than just temporary. COVID continues to recur and the duration of strict controls
gets more controversial the longer the pandemic lasts.
Judicial oversight of COVID-19 policies has been sought in both Brazil much like the United
States. The courts have issued numerous rulings resolving disputes related to social gatherings,
business closures, lockdowns, curfews, and face coverings and COVID-19 mandates.128 A lawsuit
was filed against Brazil’s President. It sought to require him to wear a facemask while in public.129
Although the district court had ruled in favor of the plaintiff, the decree was later overruled by the
Court of Appeals, and the President was not required to wear a mask.
As Brazil, the United States and the rest of the world adapt to a “new normal,” companies are
launching new technologies to address the pandemic. From contact-tracing apps, to temperature
sensing cameras, to social distancing and facemask detection technology, the ever-growing
artificial intelligence has been relied on and adopted on a large scale by private and public
organizations worldwide.130 The dramatic impact of the pandemic is forcing a wide range of
personal and technological intrusions on citizens.
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Understandably, crisis may demand drastic measures. The September 11 terrorist attacks in the
United States changed airport security measures worldwide .131 The airport routine changed
drastically, and highly intrusive surveillance became the norm.132 The pandemic has caused
government intrusions in Brazil that are not universally accepted. Like the United States, Brazil is
a diverse country with difference regions having widely ranging views of politics and government.
The personality and culture of different regions and nations affects outcomes, enforcement and
acceptance of governmental actions and policies. Culture is important. Laws matter but how
individuals react to those laws may be even more critical.

III.

Is Culture More Important than Law in Responding to a Pandemic?
The World Health Organization has stated that individual behavior is crucial to control the

spread of COVID-19.133 Individual behavior is affected by laws and by culture. The pandemic
provides a global example of how individuals react to laws, leadership, and cultural practices.
Some nations followed legal restrictions on personal conduct, and some resisted the restrictions.
In certain countries there is a culture of compliance, and in other countries, there is a culture of
defiance. Some of the explanation for defiance is rooted in failures of governmental leadership to
persuade individuals to comply,134 but more explanation can be found in a nation’s culture.
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As a pandemic-response, governments worldwide implemented similar restrictions such as
limiting private business hours of operation and capacity, imposing travel bans, restraining school
attendance, imposing face coverings in public and private places, prohibiting large social
gatherings, developing tracing applications, and forcing mandatory quarantines. All of these
measures restrict personal autonomy.
Because COVID-19 was a new virus and there was no ready cure, public health officials and
governments used the playbook used for other pandemics to combat COVID-19. The focus was to
isolate and limit human contact with the goal of “flattening the curve.”135 Flattening the curve is
not curing the disease—it is buying time by preventing large spikes in infection. It reduces the
burden on the healthcare system.136
Culture and governments provide different explanations of how places and individuals comply
with restrictive safety measures. Some political structures are based on centralized authority or
dictatorial imposition of restrictions. If a governmental system has already achieved a level of
suppression of dissent and limited civil liberties, there is reason to believe it will achieve a high
level of compliance in pandemic restrictions. The populace is used to government intrusion and
the consequences of noncompliance have been observed. Fear is a motivator. Governments that
celebrate and support civil liberties have a different issue. In a pluralistic society with a history of
individualism, compliance with broad government intrusions is not welcomed.
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University of Maryland Professor of Psychology Michele Gelfand states that the world can be
divided into tight and loose cultures.137 In a tight culture, social norms are clearly defined and
reliably imposed, leaving little room for individual improvisation and interpretation.138 Loose
cultures have social norms that are flexible and informal. Loose cultures propose expectations but
permit individuals to define the range of tolerable behavior within which they may exercise their
own preferences.139
A recent study funded by University of Economics Ho Chi Minh City and published by Safety
Science reveals that cultural determinants play an important role in controlling infection
behavior.140 According to that study, countries with higher a “Uncertainty Avoidance Index” will
have the lower proportion of people gathering in public such as retail and recreation, grocery and
pharmacy, parks, transit stations, and workplaces.
Previous studies indicate that a tight culture is associated with success during natural disasters,
invasions, population density, and pathogen outbreaks.141 Therefore, these countries will form the
group to coordinate as well as collaborate to keep people together during a crisis. For example,
China, a country with a tight culture, was the first country to report a COVID-19 outbreak, and
they were also one of the first countries to have the virus under control. A great compliance rate
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with the government recommendations seems to be the main reason why China was able to “flatten
the curve” of the first wave of COVID-19 faster than most nations.142
Chinese society is a great example of living in a tight culture, in which government surveillance
and privacy-invasive measures have become a commonplace.143 Its highly regulated culture plays
an important role in pandemic times when the government is trying to enforce health measures.
Certainly, there are the factors connecting culture and compliance such as cultural heritage of a
community and reliance on government. China provides an example of a combination of
authoritarian government as well as a cultural heritage of accepting rules and complying with the
government’s orders.
In contrast, a loose culture will prioritize the privacy and freedom of each individual. Many
nations find themselves struggling to control the virus outbreak, even after months since their firstidentified cases. There is evidence that the spread of COVID-19 began in the United States in
January of 2020.144 Yet months later, the country was still setting daily records of new cases while
the country’s citizens debate about whether or not the government’s measures to control the spread
of a pandemic are undermining their privacy and civil rights. For example, in May of 2020, armed
protesters took the streets of Michigan to protest the Governor’s order to extend the stay-at-home

Dan Chen, China’s coronavirus response could build public support for its government, THE WASHINGTON POST,
March 27, 2020, https://www.washingtonpost.com/politics/2020/03/27/chinas-coronavirus-response-could-buildpublic-support-its-government/.
143
Ronald Goldfarb, et. al., After Snowden: Privacy, Secrecy, and Security in the Information Age, THOMAS DUNNE
BOOKS (2015).
144
First Travel-related Case of 2019 Novel Coronavirus Detected in United States, CENTERS FOR DISEASE CONTROL
AND PREVENTION, Jan. 21, 2020, https://www.cdc.gov/media/releases/2020/p0121-novel-coronavirus-travelcase.html.
142

29

and social distance mandate.145 This order forced businesses to remain closed, which protestors
argued directly affected people’s freedom.146
A lack of a unified approach is one of the main reasons why COVID-19 numbers keep rising.147
A decentralized decision-making process is part of federalism, which is fundamental to the system
of government established by the United States Constitution. The result of government
decentralization in a pandemic is dramatically different policies in different jurisdictions. In 2020,
some cities were completely shut down and quarantined148 while other states had virtually no
restrictions.149
In addition, decentralized decision-making causes jurisdiction issues. Can states supersede
cities’ determinations of mask ordinances? Can the federal government order a state to lift
restrictions on business? Can the federal government order a state to implement a stay-at-home
order? These legal issues are important to address as we consider how future pandemics might be
handled. The critical policy issue is whether this type of diverse decision-making works during a
pandemic. Diverse decision making may be suitable for certain issues such as public education,
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drinking laws, or other localized issues. But for a pandemic that crosses state borders, a bad policy
in one state can infect the neighboring state and cause a virus spike in certain regions that were
otherwise containing the spread of COVID-19.
State borders do not stop COVID-19 from spreading. Without uniform, national consensus or
direction, the virus will continue to spread across governmental boundaries because individuals
will react differently depending on the States rules. A study published in 2009 stated that British
and American citizens are unlikely to stay at home to work if they think that the risk of illness
transmission is uncertain.150 Loose cultures with a commitment to individual liberty are a stark
contrast to “tight” cultures with dictatorial governments. This reality is not an endorsement of
dictatorships as the best means to address pandemics. Rather, it is a recognition that a national
emergency capable of crossing state boundaries requires national policies and guidance. In
addition to the national need, there is also a need for a mutual understanding of policies across
jurisdictions and how they should be shaped depending on each population. The policy appropriate
to a densely populated urban environment may be quite different from the policy in a small rural
city.
Latin America has also been heavily struck by COVID-19, and strict lockdown measures have
been enacted. In Honduras, the government instituted a nationwide centralized, militarized
lockdown, devoid of oversight.151 The lockdown allocated specific days in which people could
leave their homes to get food.152 Similarly, Chile has instituted a strict curfew, and its residents
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must obtain a permit to leave home for very specific reasons.153 In Brazil, numerous local
governments have placed travel barriers on the borders of the cities, restricting the circulation of
people as a response to COVID-19.154 Additionally, interstate private transportation buses have
been restricted, and interstate roads have been closed.155 Many citizens have also protested the
face-covering impositions and movement-restrictions measures.156
Compare the Latin American countries’ responses to the response of Asian countries’
responses. For residents in many Asian countries, some of which are tight-cultured countries,
wearing a mask and government’s privacy-invasive measures are not unusual and they comply.157
There is a pressure to conform. However, residents of loose-cultured countries have shown they
are less likely to abide to government rules that implicate a limitation of privacy, freedom, or civil
rights.
Government trustworthiness plays a crucial role in how countries deal with the pandemic.
Tight cultures have strong social norms, little tolerance for deviance and people have more trust
in the government, but loose cultures are more permissive to varying social norms. In loose
cultures people there can be political polarization, which causes a divide in their society and the
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society’s reaction to government policies.158 Moreover, studies show that tight cultures have “more
law enforcement per capita, desire greater media restriction and endorse the use of any force
necessary to maintain law and order, . . . and have higher conscientiousness.”159 Conversely, looser
cultures are more open and tolerate other culture’s values, beliefs, and experiences.160
Therefore, when companies like Google, Facebook, and Apple announced in loose culture
countries that they teamed up to create a contact tracing software applications that could be used
by governments around the world, privacy fears arose almost immediately.161 It is uncertain how
governments will use the data collected, for how long the data will be stored, and if governments
will use it only for COVID-19 controlling measures.
IV.
How the primary medical responses to Covid-19 facilitate government intrusion –
The TTT Method: Testing, Treating and Tracking
There appears to be a medical consensus on how to react to the COVID-19 pandemic. Public
health specialists have used the Testing, Treating, and Tracking Method (“The TTT Method”) in
pandemics for decades, including the 1917 flu pandemic.162 Before there is a vaccine that prevents
infection,163 the logical method is to identify disease through testing, treat those who are sick, and

Thomas Carothers, Andrew O’Donohue, How to Understand the Global Spread of Political Polarization (October
10, 2020, 6:30 pm), https://carnegieendowment.org/2019/10/01/how-to-understand-global-spread-of-politicalpolarization-pub-79893; SEE FOOTNOTE LATER ABOUT ACCEPTANCE OF MASKS BY PARTY
REGISTRATION IN THE US
159
Michele J. Gelfand, Universal and culture-specific patterns of tightness-looseness across the 31 Chinese
provinces, in RAPID ADAPTATION AND TRANSPOSABLE ELEMENTS, 6522-6524 (PNAS 2019).
160
Id.
161
Mike Feibus, Are coronavirus contact tracing apps doomed to fail in America?, USA Today, June 25, 2020,
https://www.usatoday.com/story/tech/columnist/2020/06/24/apple-google-contact-tracing-appsprivacy/3253088001/; Geoffrey A. Fowler, A covid-fighting tool is buried in your phone. Turn it on, THE
WASHINGTON POST, Jan. 22, 2021, https://www.washingtonpost.com/technology/2020/11/18/coronavirus-appexposure-alerts/.
162
Douglas Jordan, The Deadliest Flu: The Complete Story of the Discovery and Reconstruction of the 1918
Pandemic Virus, Centers for Disease Control and Prevention, https://www.cdc.gov/flu/pandemicresources/reconstruction-1918-virus.html.
163
Even with the successes of Pfizer and Moderna Vaccines for COVID-19, testing will play a critical role in any
future pandemic.
158

33

track contacts to reduce the further spread of the disease. Each of these activities entails some
intrusion. The public seems more accepting of testing. Almost everyone who is sick wants to be
treated, and individuals are likely to want to know if they were exposed to the virus. Each of these
actions involves the use of information.
One example of government taking a highly intrusive health measure was Brazil’s mandatory
vaccination program during the smallpox outbreak of 1904.164 Intense debate and strong opposition
preceded the passage of the mandatory vaccination law in October 1904. The publication of the
proposed law in the newspapers set off a popular rebellion, known as Vaccine Revolt.165 A variety
of groups with different motivations166 were brought together against the measures instituted by
the new law – popularly referred to as the “Torture Code.”167 The new law contained severe
penalties, including fines for non-compliance, and it required a person have vaccination certificate
to have access to public education and employment in public institutions,168 Vaccination
certificates were even required to get married and for travel.169 Additionally, the law authorized
sanitary officials and police officers to enter private residences to vaccinate the residents.170
The invasion of homes and forced application of vaccines were measures well beyond what
was considered acceptable in Brazil.171 From November 10 to 16, 1904, Brazilian citizens
responded with violence, causing a state of siege to be declared in the state of Rio de Janeiro. The
smallpox vaccination continued to be implemented and incorporated into the daily life of Rio de
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Janeiro and other main cities of Brazil.172 While there was considerable opposition to the forced
vaccinations in Brazil, the government did ultimately succeed in reducing mortality rates, reaching
near zero in 1906.173
After 1904, Brazilian authorities decided the TTT Method would be used to combat the next
outbreak.174 The TTT Method is a result of practices developed during other historical disease
outbreaks.175 Examples of serious outbreaks include cholera, typhoid, influenza, tuberculosis,
diphtheria, polio, measles, HIV, and the former coronavirus.176 Some of these diseases have been
controlled, and some of them still cause thousands of deaths annually. The TTT Method promises
to mitigate the impacts of the outbreaks, as it is seen as the epidemic gold standard.177.
The effectiveness of the TTT Method may vary significantly depending on the political regime
and culture of a nation. For example, the TTT Method should be very effective in China. In China,
the Government controls people’s freedoms.178 Some cultures are inclined to accept limitations on
freedom as expected. But others, like the US are grounded in principles such as the unalienable
rights of life, liberty, and the pursuit of happiness.179 Americans are culturally inclined to reject
authoritarian measures and question governmental authority. Cultural tendencies combined with
legal structure largely defines the success and acceptance of the TTT Method.
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Regardless of the laws and culture of a nation, the fight against disease outbreaks usually starts
with quarantine and social distancing measures. Studies carried out during the 1918 Spanish
Influenza, the deadliest pandemic in history, suggested that quarantine and social distancing might
help ease the strain on the public health care system. These measures may also provide time for
the development of a vaccine. The general belief is that isolation can help.180 Once isolation
policies begin, at that point governments begin implementation of the basic three elements of the
TTT Method: testing, treating, and tracking.
Testing. Public health officials have pressed for increased testing from the beginning of the
pandemic.181 Testing not only identifies individuals who need treatment but can identify
geographical outbreaks that may require more general controls and emergency measures.182
COVID testing has garnered less enthusiasm because of skepticism about the disease itself.
Not all people who have COVID-19 have symptoms of COVID-19, which makes getting people
to take tests harder. An individual can be infected and asymptomatic. That individual may not feel
ill but he or she may spread the virus to others. Many COVID cases have mild symptoms, so the
need for the test may not be apparent to the individual, but widespread testing of the population is
essential to finding where the disease is spreading.183 While other COVID cases are severe and
require hospitalization. Therefore, mass testing is about more than just the individual health of a
person—it is a priority to prevent spread of the virus.
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Testing identifies individuals who are infected. An individual who is infected should
quarantine and is necessary required to identify individuals who may have exposed to the virus.
Therefore, once diagnosed there are significant intrusions into the infected individual’s life. The
person will be restricted in personal movements. The individual’s health care records will be
examined. Health authorities will want to know all contacts with other persons.
Treating. After receiving a positive result, an individual will be encouraged to initiate
treatment. The seriously ill will seek treatment and the high numbers of seriously ill stresses health
care systems.184 However, many individuals with the disease do not require extensive treatment.
As a legal matter, the government cannot force treatment. There is an established constitutional
right to refuse treatment185 that is consistent with the international human right to bodily
integrity.186
The rules of confidentiality change during a pandemic because of the need to know
characteristics of the individuals affected, how the virus affects different groups, and the mortality
rate among different demographics.187 Privacy gives way to the emergency needs of a pandemic.
The personal information about those treated is part of a database used to predict impacts, inform
treatments, and control the spread of the virus. There can and should be rational limits. Health
professionals should have limited access to some information while other information could be
anonymized.
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Tracking. Tracking and contact tracing have always been a part of pandemic response. A
traditional tracking practice would involve a health care official filling out forms with patient’s
information. Tracking involves questions regarding that patient’s whereabouts, home and work
addresses, people contacted in the past few days, allergies, infirmities, and sampling. However, in
the digital age, new tracking methods are now available through technology.
Ever since COVID-19 became a global pandemic, there have been a staggering number of
surveillance technologies launched and accepted across the world.188 Even before the pandemic
pervasive use of technology has diminished individual privacy, and much of that diminution has
been voluntary as people increasingly live their lives on social media and on their smart phones.189
Tracking might be technically easy with the current technology, but a question arises: what are
the limits to it? For instance, a major personal privacy concern is the disclosure of personal
activities and locations. The government cannot track an individual’s movements without a
warrant.190 However, tracking people’s personal data is a necessary part of fighting a virus. After
all, what is the effectiveness of testing without tracking?
China is one of the countries taking full advantage of technology in fighting the pandemic. For
instance, its residents are assigned a QR code based on a combination of big data consistent of
information submitted by the users themselves and by third parties.191 Moreover, the country
utilizes thermal cameras that can identify individual’s body temperatures from a distance and
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immediately notify authorities in case abnormalities are detected.192 Other cameras verify whether
people are obeying social distance policies in public spaces.193 Drones verify the proper use of
masks as well as detect different types of coughing.194 Contact tracing apps can trace our
movements constantly, relying on the GPS embedded in all cell phones.195 There is also
comprehensive health monitoring using phones, facial recognition and CCTV.
Other countries are also relying on different technologies to collect and process personal data
as a way to combat the pandemic. In that sense, Contact Tracing Apps and Contact Notification
Apps have been developed. With them, individuals can upload their personal information,
including their live location, through applications downloaded on their cellphones and the apps
may send an “exposure notification” if the individual has come in contact with someone carrying
the virus.196
The developer of the Contact Tracing App is be able to identify the user of the app, and the
developer of the Contact Notification App pseudonymizes the use.197 Thus, the developer of the
Contact Notification App will arguably have access to an individual’s personal information, but it
will not be able to identify the individual. Another difference between Contact Tracing Apps and
Contact Notification Apps relates to the device utilized to verify the exposure. Contact Tracing
Apps utilize the GPS embedded in cellphones. By knowing a phone’s current location, the app
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should be able to identify whether the owner has come in contact with an individual who has tested
positive for COVID-19. On the other hand, Contact Notification Apps utilize Bluetooth. An
owner’s phone and the phone of the individual close to him or her will exchange information. If
the individual close to the owner has tested positive and has informed the app, the owner will
receive an “exposure notification.”198
Apple and Google advocate for Contact Notification Apps. The two tech giants argue that the
method is privacy protective because the user will be pseudonymized and because individuals
would not be traced constantly. Instead, their personal information would be exchanged with
cellphones of individuals they are proximate to for a certain period of time.
There is also a concern about what information is considered COVID-related and should be
collected. Apple and Google would define what information is COVID related for their
technology. The definition will probably be crafted in complicated terms and injected into digital
terms of agreement. Usually, users tend not to read through before clicking “I agree,”199 but the
next “I agree” may put the users privacy at increased risk.
Moreover, apprehension concerning where the data will be stored is also a factor. In terms of
data storage, we may categorize apps as Centralized and Decentralized. Centralized apps will
concentrate all the information collected into one single database that is controlled by the
Government. The United Kingdom, France, and Norway are utilizing centralized apps.200
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On the other hand, the Decentralized Apps promise to keep personal information stored on the
individual’s phone.201 Countries such as Austria, Croatia, Denmark, Ireland and Italy are utilizing
Decentralized Apps in order to track the spread of COVID-19202
Considering the United States, it is important to note that The Fourth Amendment protection
does not apply to the private sector.203 The private surveillance industry has the ability to gather
personal information without the Fourth Amendment restrictions placed on the government
restrictions.204 The industry may end up sharing the personal information collected with anyone
consistent with terms of service, including, in certain circumstances, the government205.
Decentralized Apps might be more privacy intrusive than they appear.
Mass collection of data and analyzing that data is a major focus of governments and industry.
Information provides the ability to predict conduct and to even identify individuals who are
considered threats. An evaluation of the new surveillance society is beyond the scope of this article.
What we intend is to identify how the pandemic has justified increased surveillance, information
gathering and monitoring. The purposes are noble. However, it is necessary to be aware of the
potential for abuses and misuses of information.
The European Union (“EU”) leads the way towards emphasizing informed consent among
other privacy protections206 in the Global Data Protection Regulation (“GDPR”).207 Although
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leading in global privacy protections, even EU members authorized the use of technologies to
collect and process individuals’ personal information during the pandemic.
The ability to undermine privacy rights is proportional to the importance that society gives to
privacy. Privacy and individual liberty are among the accepted rights in the United States and
internationally. Legally, privacy and individual liberty can be a fundamental right. As a
fundamental right, government must show he highest level of justification—a compelling state
interest for the intrusion. There is no doubt that tracking can be an intrusion as can other issues
raised by COVID. The legal issue is whether tracking is justified by a compelling state interestin this case fighting a deadly pandemic.

V.

Legal Issues In A Pandemic – The Basis of Government Authority and The
Effect on Individual Rights

Protecting safety, security and health is a fundamental element of the social contract.
Individuals give up certain liberties to be part of an ordered society. Restrictions range from
prohibiting using cell phones while driving to making assisted suicide unlawful. We pay taxes with
the expectation that we receive government services like education, national security and police
protection. There are constitutional limits that are designed to prevent government from
inordinately invading civil liberties. In the United States, due process and liberty interests are
constitutionally protected as they are in most democratic societies.208 Emergencies like COVID19 stress the balancing of liberties and governmental duties to protect the health and welfare of the
entire community.209

208

U.S. CONST. Amend. XIV.
Humans Rights Watch, Human Rights Dimensions of COVID-19 Response, March 19th, 2020,
https://www.hrw.org/news/2020/03/19/human-rights-dimensions-covid-19-response.
209

42

a. Executive Authority
Because emergencies by their nature demand quick action, governments turn to executive
actions. That has been the case during the pandemic. Presidents, governors and mayors are granted
emergency powers within their jurisdictions to protect the health and welfare of their constituents.
There are limitations on duration and limitation of authority as was discussed above.210 The mode
of policy making is through executive orders or proclamations as authorized by law. In the
pandemic these executive policies clashed with individual rights on a regular basis.211
At the federal level, the issue of extraordinary powers is supported by the executive power
through the Vesting Clause,212 the Stafford Act,213 and the Public Health Service Act.214 The
Constitution makes it clear that general welfare is a pillar of the Government. Considering that the
executive power is vested in the President, arguably the Vesting Clause grants the President the
authority to issue extraordinary measures aimed to protect the people. 215 Scholars refer to these
extraordinary powers as inherent powers of the President.216 The Stafford Act provides legislative
authorization that grants the President wide authority to execute measures in order to save lives,
protect property, and ensure safety and health.217 The Public Health Service Act authorizes the
Surgeon General, upon approval of the Secretary of Health and Human Services, to make and
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enforce measures in his judgment necessary to prevent the introduction, transmission, or spread of
communicable diseases.218
The Commerce Clause219 provides a constitutional basis for Congress to regulate emergencies
because they tend to affect interstate commerce or commerce with foreign nations.220 According
to the Constitution, Congress can regulate “commerce with foreign nations, and among the several
states, and with the Indian tribes.”221 The Constitution also recognizes the residual power of the
states and the states have exercised significant authority during the pandemic.222
In Brazil, the Federal Constitution asserts that during extraordinary circumstances that threaten
the health, peace, and safety of the Brazilian people, a state of exception can be implemented, and
Congress can declare one of the following situations: State of Calamity, State of Emergency, State
of Siege, or State of Defense.223 Similarly, the United States legislation also contains grant of
exceptional power provisions in case of State of Emergency.224
The exceptionality and the time limit are the main characteristics of Brazil’s State of Exception
measures, as restrictions of individual rights, freedom, and constitutional guarantees can
temporarily occur during its effectiveness.225 Moreover, when there is a declaration of a State of
Emergency, the extraordinary administration of power is concentrated in the Federal branch and
its authority becomes very broad. The concentration of power leads to a fear of possible abuses
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based on a presidential decision made during a State of Emergency. In that scenario, the judiciary
will be the only organization capable of challenging the executive decision.
As explained above, statutes, supported by jurisprudence, have shown that governments across
the world can be granted additional power to temporarily curtail constitutional rights when dealing
with a public-health emergency.226 Courts have shown support to the broad authority given to
government, which leaves the populations of loose-cultured democratic countries in similar
situation as the residents of tight-cultured nations.227 Therefore, the legal issues caused by a lasting
global pandemic need to be carefully analyzed. Intrusions are part of the response to most
emergencies. COVID-19 is showing the world that a microscopic virus is capable of affecting
billions of lives.
Constitutions and human rights laws are not suspended during a pandemic. However, as the
COVID-19 virus spread around the world, executive branches of governments gained power to
implement privacy-restrictive measures.228 When society faces emergencies and disasters, the
interests of the individuals tend to be drastically diminished. The collective interests will prevail
over individual interests during emergencies and disasters. At present, numerous scientists say that
COVID-19 has no sign of ending and future pandemics are a virtual certainly.229 Nonetheless,
limits must be in place to guarantee a proper protection of fundamental rights. .
b. Restrictions on personal movement: Quarantine, Lockdown, and Travel
Restrictions
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Restriction of personal movement is a basic strategy to fight a pandemic. Events that bring
people into closer contact increase the odds of transmitting the virus. That fact seems to be
confirmed by “super spreader events” that have resulted in the outbreak of multiple cases of the
virus.230 Quarantines have long been held legal in the realm of infections disease.231 However,
quarantining has been more controversial during the COVID outbreak because of the rampant
skepticism about the dangers of the disease.
One strategy implemented to stop the rapid spread of COVID-19 in communities was
establishing lockdowns.232 The term “lockdown” entails various practices like requiring
mandatory quarantines, recommending individuals stay at home, maintaining social distancing,
closing businesses, and banning events and gatherings.233 At the end of 2019, when the first cases
of COVID-19 were detected in China, a lockdown seemed like an unlikely scenario.234 Four
months later, lockdowns were the most common strategies to slow down the outbreak, forcing
millions of people across the world to isolate. 235
While some dispute the effectiveness of lockdowns,236 it is certain that the lockdowns raise
legal issues. The government does have a duty to protect people’s health and security. However,
the current practices implemented represent a direct intrusion upon freedom of movement, which
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has been found to be a fundamental right.237 Balancing constitutional rights with public health
requirements is difficult but necessary.
Constitutional scholars argue that because disasters affect interstate commerce, there is a
constitutional basis to regulate emergencies found in the Commerce Clause.238 It is undeniable that
COVID-19 generated profound impacts on commerce among the several states.239 The pandemic
also compromised commerce with foreign nations.240 The rapidly increasing number of people
infected and sudden deaths produced fear. As a result, the exchange of goods and commodities
had a sharp downturn both nationally and internationally.241 Economies took a downward turn, the
stock market dropped, and thousands of laborers were fired.242
The freedom of movement is a recognized fundamental constitutional right under the
Privileges and Immunities Clause, which states, “The Citizens of each State shall be entitled to all
Privileges and Immunities of Citizens in the several States.”243 In Paul v. Virginia, the Supreme
Court defined freedom of movement as “right of free ingress to other States, and egress from
them.”244 The COVID-19 lockdowns operate directly against the freedom of movement. By being
ordered to self-isolate, an individual has his right to free ingress and egress from other states
directly limited. The establishment of travel bans reinforces the intrusion.
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According to the United States Code, individuals may be apprehended or detained for the
purpose of preventing the introduction, transmission, or spread of a communicable disease.245 The
order depends on the decision of the President upon the recommendation of the Secretary of Health
and Human Services, in consultation with the Surgeon General.246 The law gives permission to the
Government to apprehend and forcibly examine individuals reasonably believed to be infected in
a qualifying stage and reasonably believed to be moving or about to move from one State to another
or to be a probable source of infection to individuals who are moving or are about to move to other
State.247 Therefore, in a pandemic, the government may have the authority to apprehend and
forcibly examine a contaminated individual.
Critically, this law does not define the communicable disease. Based on the vague text, any
communicable disease could justify an executive order permitting apprehension and forced
examination. Some diseases would certainly justify such measures. Medical literature has
demonstrated, for instance, that Ebola is one of the deadliest diseases on the planet248 Ebola is
understood to be incredibly severe and often fatal.249 An executive order allowing the apprehension
and forced examination of a person suspected to have Ebola might be issues. Although the order
would affect several constitutional rights, including the right of movement the lethal nature of
Ebola provides a compelling state interest for the intrusion. Conversely, detaining a person
contaminated with a seasonal flu would be excessive. Future pandemics may provide tougher
questions.
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Thus far there is no movement to detain COVID-19 patients although an infected individual is
expected to quarantine. Could the US government require universal testing for COVID-19?250 The
federal government did not require mandatory examinations, but perhaps it could have based on
current laws.251 Other nations have implemented mandatory testing or conditioned travel on
testing. For example, a test may be required to travel by plane.252 Conditioning travel on testing is
far different than compelling a physical intrusion. Any ambiguity should be clarified to avoid
problems in the future.
COVID created an unprecedented global emergency. Medical professionals prescribed
restrictions on personal movement to reduce the spread of the disease.253 The challenge is to
balance individual rights to gather, travel, and freely move with the need to employ medically
necessary standards. The standards and definitions must be established.
c. Restrictions on Business operations: closures, regulated occupancy, regulated
operations
Limitations and closing of businesses have been a frequent feature of pandemic remedies. In
some locations, closing and quarantines totally closed businesses. The affect on individual
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businesses has been devastating. Some estimates suggest 17% of restaurants may be permanently
out of business.254
There are limitations on business closings and a general executive order mandating business
closure is likely unconstitutional.255 The federal government did not issue any executive order
directing business closure during COVID-19 but there are arguments against general federal
authority to close businesses. The general due process language that provides that “no person shall
[…] be deprived of life, liberty, or property, without due process of law.”256 is a clear protection
of personal property. The federal government is prohibited from issuing orders taking away
individuals’ property without proper process.257 Both the businesses per se and the incomes from
businesses constitute property. However, if there is a compelling interest or if a business has
violated a federal law, a business could be penalized or closed. A business affecting interstate
commerce that directly affected welfare and safety would be subject to regulation. For examples,
airlines could have passenger limits imposed.
Even in exceptional circumstances, the authority of the President has limits. In Youngstown
Sheet & Tube v. Sawyer,258 President Truman issued an executive order directing the Secretary of
Commerce Sawyer to seize and operate most of the nation’s steel mills.259 The act was issued
during the Korean War, and its objective was to avert the expected effects of a strike by the United
Steelworkers of America.260 The Supreme Court of the United States held that the President did
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not have the authority to issue such an order.261 The holding is a strong statement for the
importance of private property and business even in times of crisis.262 The Court added, “the
President’s power to see that the laws are faithfully executed [Article II, Section 3] refutes the idea
that he is to be a lawmaker.”263 The holding is a limitation on executive powers, even when based
on war powers.264 Certainly there may be federal policies on business practices and policies based
on the effect on interstate commerce, but a general closing seems beyond the enumerated or
inherent powers of the federal government.
At the state level, however, business closure measures were widely utilized. During
COVID-19, at least forty-six out of the fifty states ordered non-essential businesses to close.265The
restrictions imposed by the states have ranged from closure. For example, New York.266 But also,
states have implemented limitations on capacity to limit crowds. Unquestionably, limitations and
closures have caused economic hardship. The health issues caused by COVID and general public
fear caused economic hardship as well.
Even though states have broad authority under police powers, lengthy or total closings may be
subject to constitutional issues such as takings or due process arguments under the fourteenth
amendment. In 4 Aces Enters. LLC v. Edwards,267 ten Louisiana bar owners filed a motion to
enjoin Louisiana Governor John Bel Edwards and Louisiana State Fire Marshal H. “Butch”
Browning Jr. from enforcing orders banning the on-site consumption of food and drinks at bars
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and determining closure of “non-essential” businesses.268 The plaintiffs argued they were denied
substantive due process because the ban prevented them from profiting from their businesses.269
They argued they were denied procedural due process because the bans were issued without notice,
and they argued their equal protection rights were violated because the ban singled out their type
of businesses.270
Utilizing the precedents in Jacobson271 and Abbott272 the court noted that the police power
precludes the judiciary “from second-guessing the wisdom or efficacy of measures taken by state
officials in response to the COVID-19 pandemic.”273 The court recognized that the bar owners
have a constitutionally protected property interest in the profits of their own business, but the
presence of great danger like a pandemic justifies the ban.274 The court noted that the bar owners
did not have the opportunity to be heard, but found no due process violation because of the
circumstances created by the COVID-19 pandemic.275 Finally, the court found the singling-out of
plaintiffs’ businesses to be justified during the COVID-19 pandemic, citing TTT data and
information from the White House Coronavirus Task Force.276 .
d. Restrictions on personal conduct: Masking requirements
Another common measure utilized globally is the mandatory use of facial masks in public
settings where social distancing measures are difficult to maintain.277 Many health professionals
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argue that masking is fundamental to contain COVID-19 from spreading because masks block
droplets coming from the mouths and noses of infected individuals.278 The same argument was
utilized to require the population to wear facial masks as the influenza pandemic raged across the
United States in 1918 and 1919.279 After a century, governments continue to argue for masks 280
and individuals argue against them, claiming violation of personal freedom and social control.281
There are two arguments that have been used to resist mask wearing. The first is based on a
violation of the First Amendment’s freedom of speech.282 Under this theory, masks create a barrier
to sharing ideas, thereby abridging the freedom of speech.283 As of this writing, several courts have
addressed and rejected this argument.
In KOA v. HOGAN,284 the plaintiffs ask the Maryland courts to enjoin the governor’s executive
orders mandating use of facial masks. The court denied the request to enjoin.285 Quoting Jacobson
v. Commonwealth of Massachusetts,286 the court argued that “real liberty for all could not exist
under the operation of a principle which recognizes the right of each individual person to use his
own, whether in respect of his person or his property, regardless of the injury that may be done to
others.”287 This analysis embodies reasoning that policies during the pandemic can impair
individual freedoms to protect the welfare of the general public. According to the court, “to

278

Talib Dbouk and Dimitris Drikakis, On respiratory droplets and face masks, 32 PHYS FLUIDS 6 (1994).
Christine Hauser, The Mask Slackers of 1918, THE NEW YORK TIMES, December 10, 2020,
https://www.nytimes.com/2020/08/03/us/mask-protests-1918.html.
280
Congressional Research Service, Could the President or Congress Enact a Nationwide Mask Mandate? August
6, 2020, https://crsreports.congress.gov/product/pdf/LSB/LSB10530.
281
Jonathan Jerry, Why some people choose not to wear a mask, September 3, 2020,
https://www.mcgill.ca/oss/article/covid-19-health/why-some-people-choose-not-wear-mask.
282
U.S. CONST. Amend. I.
283
Polly J. Price and Patrick C. Diaz, Face-Covering Requirements and the Constitution, EXPERTFORUM LAW AND
POLICY ANALYSIS, June 3, 2020, https://www.acslaw.org/expertforum/face-covering-requirements-and-theconstitution/.
284
In Antietam Battlefield KOA, e al v. Lawrence J. Hogan (Civil Action No. CCB-20-1130).
285
Supra note 135.
286
197 U.S. 11, 26 (1905).
287
Supra note 135.
279

53

overturn the Governor's orders, those who disagree with them must show that they have no real or
substantial relation to protecting public health, or that they are beyond all question, a plain,
palpable invasion of rights secured by the fundamental law.”288
The court recognized the freedom of speech as a fundamental right, but it did not interpret the
mandatory use of masks as “plain, palpable invasion of rights secured by the fundamental law.”289
The court concluded that the orders at issue regulated conduct, not speech290 and that the executive
orders do not restrain the speech of a certain group of people or of certain content; it merely
regulates a conduct aiming to protect public health.291
The second major argument related to the violation of freedoms involves the freedom of
movement.292 Individuals argue that mandating masks compels a person to make a decision to
either to wear a facial covering or stay home.293 No case has upheld this argument yet. In
comparison to the lockdown and business closure measures, however, mandatory masking is less
restrictive. Some people may argue wearing masks is uncomfortable,294 but COVID-19 is a disease
transmitted through the air.295 Masks reduce the amount of virus particles in the air,296 which
results in a reduced number of individuals infected. Moreover, the mandatory masking measure
will end as the pandemic fades away. Based on the sliding scale test,297 mandatory masking orders

288

Supra note 135.
Supra note 135.
290
Supra note 135.
291
Supra note 135.
292
Supra note 102.
293
Arguments against mask requirements during the coronavirus (COVID-19) pandemic, 2020, BALLOTPEDIA,
https://ballotpedia.org/Arguments_against_mask_requirements_during_the_coronavirus_(COVID19)_pandemic,_2020.
294
Considerations for Wearing Masks, CENTERS FOR DISEASE CONTROL AND PREVENTION,
https://www.cdc.gov/coronavirus/2019-ncov/prevent-getting-sick/cloth-face-cover-guidance.html.
295
Supra note 146.
296
Supra note 148.
297
Supra page 39.
289

54

are constitutional because there is a proven communicable disease that poses an abnormal risk to
the public health.
While lockdowns, business closures, and mandatory masking orders are likely to disappear,
the intrusions enforced upon privacy rights may remain as society moves into the new normal.
Because people tend to accept privacy intrusions to address emergencies298 it is critical to prevent
short-term acceptance during an emergency from becoming long-term privacy intrusions.
e. Obtaining personal information: medical information, tracking movement
information, tracing information
Logically, emergency measures taken through the declaration of a State of Calamity or a State
of Emergency should stop when the emergency ends. But, when does the threat to public health
end when there is a pandemic like COVID-19?
The September 11 terrorist attacks created an ongoing and permanent threat to the United
States, and privacy-invasive measures were permanently adopted. The airport routine has changed
drastically since the attacks, and highly intrusive surveillance became commonplace.299 The
COVID-19 outbreak in 2020 is not the last dangerous virus or pandemic. It is reasonable to fear
that intrusive policies in this emergency will survive the emergency.
Artificial intelligence with data from contact-tracing apps, temperature-sensing cameras, and
location detection technology is now a significant tool to fight to pandemic.300 The heightened

298

Supra note 124.
David P. Pekoske, Administrator, Preventing the Next Attack: TSA’s Role in Keeping Our Transportation
Systems Secure, TRANSPORTATION SECURITY ADMINISTRATION, Nov. 8, 2017,
https://www.tsa.gov/news/press/testimony/2017/11/08/preventing-next-attack-tsas-role-keeping-our-transportationsystems; See also After Snowden: Privacy , Secrecy and Security in the Information Age, p 210-2017.
300
Kayleigh Shooter, Artificial Intelligence vs Covid-19, HEALTHCARE, September 22, 2020,
https://www.healthcareglobal.com/technology-and-ai-3/artificial-intelligence-vs-covid-19.
299

55

sense of danger to public health supports using more intrusive new technology. How long will data
collected and produced to fight the pandemic be maintained?
Clearly governments must address the public health emergency and generally the public
sentiment is to protect health risks while there is limited public outcry to protect privacy.
Ultimately, policy for the next pandemic must address limitations on data use and storage.
Some countries, including China, South Korea, and Singapore quickly began using advanced
technology to impose quarantine measures and maintain social distancing.301 Google and Apple
also partnered to create an exposure notification API that can be used by different apps for contact
tracing. More than forty countries launched Google and Apple’s API apps.302
A central element of contact tracing is location monitoring. Location monitoring is potentially
highly intrusive. Contact tracing can be used to define political leanings, religious beliefs or
personal habits. In fact, China uses location information combined with artificial intelligence to
gather this type of information.
In the United States, governmental monitoring of individual movement without a warrant is
unconstitutional. 303 In United States v. Jones,304 the Supreme Court held that, under the Fourth
Amendment, “longer term GPS monitoring in investigations of most offenses impinges on
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expectation of privacy.”305 The case involved the warrantless installation of a GPS on the
defendant’s vehicle in order to produce evidence of the investigated crime.306
In a concurrence, Justice Sotomayor discussed privacy expectations under the current stage of
technological development.307 According to her, “new technology may provide increased
convenience or security at the expense of privacy, and many people may find the tradeoff
worthwhile.”308 But general public acceptance does not forgive unwarranted government
surveillance. The reasoning of the privacy under the Fourth Amendment should inform the analysis
of government surveillance for other purposes such as public health.
During COVID-19, the world has opted for the security and convenience provided by contacttracing apps at the expense of privacy.309 With the growing use of contact-tracing apps, individuals
potentially forfeit their protected right to privacy in their movement. The convenience of the apps
provides for an excellent way to slow the spread of COVID-19. In the long term, future policies
should assure that contract tracing data is only used for medical purposes and that when the data
is no longer valuable for that purpose, it should be destroyed
The number of personal privacy breaches in recent years demonstrates the dangers of private
data collection. In 2018, the Facebook-Cambridge Analytica data breach showed the world how
companies can harvest valuable personal information without an individual’s knowledge.310
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Lawsuits have been filed against big tech companies for improper data collection, demonstrating
a growing distrust of large companies and their handling of personal data.311 It only makes sense
to set policies to assure that data gathered in health emergencies cannot be abused.
f. Administrating Vaccines
Scientists across the globe were part of a vaccine race and in December of 2020 the United
Kingdom was the first country to authorize the emergency use for the COVID-19 vaccine312.
Despite the global effort to develop a vaccine able to combat the SARS-CoV-2 infection and end
the pandemic, some of the challenges that countries face are vaccine skepticism and privacy
concerns. Some nations are imposed new lockdowns even after vaccines rolled out,313 and legal
challenges concerning whether the vaccination policies are being filed in courts.314
A survey315 conducted by KFF in the United States from November 30- December 8, 2020
revealed that about a quarter (27%) of the public is vaccine hesitant, saying they probably not or
definitely would not get a COVID-19 vaccine even if it were available for free and deemed safe
by scientists.316 Vaccine hesitancy is highest among Republicans (42%), those ages 30-49 (36%),
and rural residents (35%).317
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In Brazil, a legal challenge regarding compelling vaccinations was filed in the Supreme Court
even before the vaccine was approved in the country.

318

The Supreme Court upheld the

constitutionality of mandatory vaccination and held that it is constitutional for the State to impose
restrictive measures such as fines, prohibitions to be in certain places or enroll children in school.
However, the State cannot forcibly immunize its citizens319. According to Justice Luís Roberto
Barroso, although the Brazilian Federal Constitution protects the right of every citizen to maintain
their philosophical, religious, moral and existential convictions, society's rights must prevail over
individual rights.320 Therefore, the State can, in exceptional situations, protect people, even against
their will – as it does by forcing the use of car seat belts, for instance. This is the same logic that
is used by US courts to uphold intrusions during the pandemic.
As mentioned above,321 the United States Supreme Court ruled on vaccine mandates in 1905
in the case Jacobson v. Massachusetts. However, scholars argue that Jacobson is not a strong
precedent for broad compulsory vaccination policies because the penalty in that case was a small
fine; the consequence of limiting children’s access to school is much more consequential. 322 It
appears unlikely that there will be a nationwide compulsory vaccination. If there were, it would
certainly be challenged and depending on its restrictions probably declared unconstitutional.

VI.

The Next Pandemic
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319
Democratic Labor Party x Brazil, “Ação Direta De Inconstitucionalidade 6.586 Distrito Federal”
http://www.stf.jus.br/arquivo/cms/noticiaNoticiaStf/anexo/ADI6586vacinaobrigatoriedade.pdf.
320
NEED SOURCE.
321
Supra note 180.
322
Mary Holland, Compulsory Vaccination, the Constitution, and the Hepatitis B Mandate for Infants and Young
Children, 12 YALE J. HEALTH POL’S L. & ETHICS 39 (20120).
318

59

The reaction to the pandemic has been chaotic and uneven, Different nations made different
decisions with different consequences. We can learn from the mistakes, and we can learn from
what worked. With the perspective of hindsight, we can better make policies for the next pandemic.

a. Authority to Act
Both Brazil and the United States are federalist nations. A federalist country divides power
between multiple vertical layers of government. In the time of a pandemic, that can be an advantage
and it can also a source of confusion and disparate treatment.
The COVID-19 virus highlighted the difficulty that federalist countries face when determining
authority to act on a subject that has national collective interest. For instance, Sao Paulo, Brazil’s
most populous State, went into lockdown for several months323 after both the Mayor and the
Governor announced stay at home orders, but the President of Brazil continuously attacked the
lockdowns and social distance measures that were adopted amid the pandemic.324
In fact, when Brazil’s President had COVID-19, he was seen outside without a mask, .talking
to other people.325 Most states were enforcing strict quarantine at this time, so the President’s
actions created a very ambiguous message to Brazilian citizens about how to act during the
pandemic and what policies to follow. The lack of a uniform measure to fight the spike of the virus
has been identified as one of the causes for the high number of people infected in Brazil.326
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The misalignment in policy making throughout the country extended to vaccine distribution.
In September of 2020, Sao Paulo’s Governor signed an agreement with the Chinese
pharmaceutical Sinovac Biotech for the supply of 46 million doses of the vaccine named
Coronavac.327 The vaccine will be manufactured by Instituto Butanta – a Sao Paulo-based research
institute. However, while this governor is working to get vaccines, Brazil’s President has started a
“vaccine war” against Sao Paulo’s Governor, announcing that the Federal Government would
purchase a vaccine developed by the pharmaceutical Astrazeneca and the Oxford University.328
In another local-national conflict, Sao Paulo was the only State to take steps to obtain a
COVID-19 vaccine.329 Meanwhile, the President started a “vaccine war” against Sao Paulo’s
Governor and repeatedly questioned Coronavac, publicly saying he had no intentions to purchase
it330. However, when the Coronavac vaccine was cleared, the Federal Government claimed the
vaccine for national distribution.331
The United States faced similar challenges because of the lack of uniformity in federal, state,
and local approaches to COVID. On May 4, 2020, Florida restaurants were allowed to offer
outdoor dining at 25% capacity and retailers could operate at 25% of indoor capacity. The
Governor’s reopening order gradually increased until the state's stay-at-home order ended on April
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30, 2020.332 Walt Disney World parks reopened in Orlando on July 11, 2020 and July 15, 2020333.
California’s governor, on the other hand, issued a stay-at-home order on March 19, 2020 that lasted
until January 25, 2021. Disneyland California remains closed.334
Compare the United States and Brazil to New Zealand, a unitary country. New Zealand has
been praised for its success in controlling COVID-19 as a result of strict nationwide measures.335.
Thus, a question is raised: Should federalist countries take early and unified measures in case of a
pandemic? Should legislation be taken in place in place to allow federal policies to be taken in
place in event of a global crises that hits an entire country?
b. Proposals: Authority, Time and Jurisdiction
In federalist countries, the misalignment in policy making can be solved with the
refinement of the federal policies on the definition and declaration of emergencies and disasters.
A first step is to define the separate the different types of emergencies. Earthquakes,
hurricanes, and pandemics are very different emergencies. Each one of these extraordinary
occurrences affects the people in different ways. For example, while earthquakes and hurricanes
end in hours, pandemics may last months; while earthquakes and hurricanes depend on quick
evacuations, pandemics may require people to stay at home as much as possible. Emergencies are
different and the federal law should treat them differently.
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In defining public health emergencies, a statute should categorize threats according to its
levels of danger and transmissibility. Although it is clearly not possible to predict the exact nature
of the next pandemic, what we have learned a number of things form COVID-19.. A sliding scale
test should be established to address a particular threat. As hurricanes and earthquakes have
different categories, viruses and infectious diseases could also be categorized. Science and medical
experts and indicate threat levels.
There are pandemics and epidemics that would certainly be categorized as highly
dangerous. For instance, a pandemic like Ebola is extremely transmissible and dangerous. The
Ebola virus disease is rare, yet severe, and has a death rate of up to 90% in humans. The danger
provided by Ebola makes it easier for society to accept intrusions upon individuals with the disease.
To protect the general welfare, the public is unlikely to resist the application of quarantine,
mandatory use of masks, and tracking measures to deal with Ebola and Ebola patients. A major
issue is public acceptance and understanding of a threat.
While institutions exist now to make these assessments, such as the Center for Disease
Control, it would be wise to create a panel of experts with public credibility to present conclusions
and assessments. Time is of the essence so such an entity would be designed to act quickly.
The objective of the organization would be (i) to assess the danger and transmissibility
related to the threat, according to a set of standards; and (ii) to inform the Secretary of Health and
Human Services (“HHS”) whether a public health emergency exists, and if so, provide a threat
assessment.
The following standards are utilized by the World Health Organization when assessing the
existence of a Public Health Emergency of International Concern336 and can be the basis for
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assessing public health emergencies: Is the number of cases and/or deaths for this type of event
large for the given place, time or population? Has the event potential to have a high public health
impact? Is cooperation among states needed to detect, investigate, respond and control the current
event, or prevent new cases?337
To assess whether the event has the potential to have a high public health impact, the
following criteria may be applied: The event is caused by a pathogen with high potential to cause
epidemic (infectiousness, fatality, multiple transmission routes or carriers); there is an indication
of treatment failure (new or emerging antibiotic resistance, vaccine failure, antidote resistance or
failure); there are cases reported among health staff; the event is
in an area with high population density; the population at risk is especially vulnerable (refugees,
low level immunization, children, elderly, low immunity, undernourished).338
An advisory entity could also assess the type and level of engagement necessary with state
and local governments. The following factors are used to assess the need for cooperation between
national sovereigns. The same concepts may be applied to a division of talks between the federal
and local governments. To assess whether cooperation among states is required, the following
factors may be evaluated: locally insufficient human, financial or technical resources; insufficient
laboratory and epidemiological capacity to investigate the event; insufficient antidotes, drugs
and/or vaccine and/or protective equipment, decontamination equipment, or supportive equipment
to cover estimated needs; existing surveillance system is inadequate to detect new cases in a timely
manner.339 For example, it makes sense for the federal government to support research on and
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facilitate the acquisition of treatments and vaccines. To encourage states to execute the measures,
federal funds can be granted to the states for implementing elements of the plan.340
The panel could categorize the pathogen and submit its recommendation to the Secretary.
Upon the recommendation of the Secretary, the President would decide whether to declare a
nationwide Public Health Emergency, recommending the measures to be implemented by the
states according to the category of the threat.
The elements of policy for the next pandemic include the following:
1. Define various emergencies in statute. The general definition of emergency is too vague.
2. Define governmental authority to address the pandemic. The time to define limits of
authority is before the emergency occurs with a clear vision of options and with the
perspective of learning from the past. There are limits to governmental intrusions and they
should be articulated for the time when there is not a crisis.
3. Place a time limit appropriate to the emergency with provision for extensions.
4. Create a publicly credible emergency entity comprised of experts and citizens to make a
rapid recommendation for the specific emergency.
5. Policies to limit data intrusions should be enacted. Those issues are addressed in the next
section of this article.
The COVID-19 pandemic put a substantial stress on governmental systems. The lessons
learned should be enacted and implemented in a deliberate manner so that when rapid action
is necessary the limits and policies already exist.
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c. Data Privacy Proposals

The consequences of data privacy from the worldwide pandemic have been profound341. Gathering
and using medical data in a medical emergency is entirely necessary342. Privacy laws gave way to
the medical emergency343. Countries of the European Union suspended its landmark privacy
policies in the GDPR for the emergency344. When the emergency is over it is unlikely privacy
protections will return to normal immediately345. It makes sense to create a data policy for
pandemics, so they do not have to be made during an emergency. A thoughtful data privacy plan
will avoid unnecessary intrusions and will provide more comfort to citizens who are already afraid
and potentially skeptical of government intrusions.
Some of the fundamental principles that are articulated by the goals of privacy policies as
expressed by scholars’ and governments can be the baseline.
1. Minimize collection- Privacy is best served when only needed data is collected. In a
pandemic sensitive health data must be collected. Limits on collection limit intrusion.
During a pandemic, government does not need to collect health care information on every
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citizen and monitor every citizens’ movement. The nature of data collected during a
pandemic is intrusive: health data, location data and personal association data. Before the
emergency starts, establish the limits.
2. Define use of data- Data collected for health care purposes should not be used for any other
purpose346. In some countries, the massive amounts of information are being collected and
maintained. That information could be abused by government in a surveillance state to
increase the already expansive amount of data on individuals.
3. Anonymize Data- Not all data needed during a pandemic need to be individualized. There
were examples in this pandemic where programs assessed community wide compliance
with stay-at-home orders without identifying individuals347.
4. Destroy data when no longer needed-

While there may be long term uses for health data

on individuals and demographic groups, the retention of individualized data should be
limited or anonymized348. Potential misuses can be avoided if data is not individualized.
We recognize the capability of taking pieces of data and combining them to identify
individuals. Nonetheless, it is good policy to delete and destroy unneeded data.
5. Be transparent about data collection- Data collection is important in fighting a pandemic.
Testing and contact tracing are necessary and clearly gather sensitive information. Testing
and tracing are effective weapons in fighting a pandemic349 and require support and
participation from citizens. The more transparent government is about data collection, the
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higher the level of citizen cooperation. Except where government can dictate citizens’
conduct, good faith and cooperation are key.
Establishing specific data policies before the next pandemic makes sense. There will be time to
learn from the mistakes of this pandemic, take the best data policies, and provide a blueprint for
the future that will facilitate rapid and rational actions with greater understanding and cooperation
from citizens.

VII.

Conclusion

This article focused on protecting and refining the social contract in times of emergencies. It
is undeniable that communicable diseases like COVID-19 cause harm to the public health and
safety. National policies grant substantial authority to executives during emergencies, including
presidents, governors, and mayors. During emergencies, individual rights have been constrainedCOVID is no different. This article examines the source of the authority to constrain individuals
and businesses to protect the greater good. The issue now and in the future is balancing. The
severe consequences of lockdowns, closings and quarantines are undeniable. So are the social,
community and individual consequences of a pandemic that kills millions worldwide. Balancing
is a necessity, and the Constitution should not take a sabbatical. Therefore, the courts are asked to
play the uncomfortable role of medical policy arbiter.
During COVID-19, countries have required business closure and limited hours of operation,
issued mandates requesting mandatory use of masks and long-term isolation. In addition, it is
common to identify excessive collection of sensitive personal data. These measures drastically
affect individual’s rights such as property, self-determination, movement, and privacy. These are
critical rights for maintaining democratic societies.
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The law on emergencies is general and vague. The current definitions of state of emergency
and disasters grant the governments almost unrestricted authority to intrude upon individual rights.
In addition, the extraordinary powers granted are broadly defined.
It is timely to reassess emergency powers vis a vis personal liberty. COVID-19 has been a
warning that emergency powers can generate rational policies but also can produce highly intrusive
government practices. The future holds more crises, more emergencies, more pandemics and more
governmental intrusions. In some countries, that is just business as usual. But in democratic
societies now is the time to address balancing individual liberties with responses to public health
crisis.

The intrusions on personal liberties have been pervasive and unprecedented during the

COVID pandemic. Arguably, most are necessary. However, the absence of established policy
added to the ambiguity and anguish of the citizens of every country. What are the rules? Who is
in charge? What are the limits?
The overall response to the COVID crisis cannot be considered a success. There are multiple
reasons. Some failures were based on poor leadership, some successes were a result of cultural
characteristics, but generally there is a vacuum of policy. Now is the time to define a policy that
does three things: First, define the authority to implement emergency powers (state, federal and
local). In the US there are constitutional limits and rational policy reasons to divide the duties and
authority. The national government has authority under the commerce clause to make substantial
overall policy decisions. Because a pandemic will have different impacts in different places, local
governments and state governments should be empowered as well. Second, the nature of
emergencies are that they are urgent and time sensitive. Therefore, there should be time limits on
delegation of power, as there are in many statutes now. The limits may be different for different
policies. Third, the policies must recognize and provide limits for personal freedom and privacy.
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Rather than let policy be made by happenstance and random court decisions, it is critical to develop
emergency policies with standards to be met and reviewed.
The policies must describe the personal liberties under protection; make explicit the issues of
property rights and business closures; address the issues of individual data intrusions for testing
and tracking; deal with the issue of limitation on personal freedom of movement for quarantine
and travel bans; and determine the limits of intrusion on personal bodily control for testing and
vaccination. These questions are difficult. But it is far better to address them comprehensively
with the experience of the COVID pandemic and before the next international health emergency.
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